Mission for New York Consumer Education and Engagement Initiative on E-health

(June 30, 2008)  
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The mission of the Consumer Education and Engagement Initiative on E-health is to educate and engage New Yorkers about the potential for e-health to improve access to care and health care quality in the state, while safeguarding individual privacy.  The Consumer Advisory Council (CAC) is the advisory body for the Consumer Education and Engagement Initiative on E-health. 


The CAC will develop a set of guiding principles to assist policymakers, health providers, and health consumers and advocacy organizations to develop policies and practices related to e-health initiatives in order to promote progress and safeguard confidentiality and consumer autonomy.  The CAC will develop a network of organizations throughout New York State – the Consumer Advocacy Network for E-health – to participate in ongoing education and outreach efforts, led by the Legal Action Center and the School of Public Health at Columbia University.  A website – www.ehealth4NY.org – will serve as an organizing tool and central resource for materials and news updates.  A series of meetings and conferences will be convened over the next two years to create and foster an informed and active consumer movement for e-health.
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Openness and Transparency


Openness and transparency of policies and practices regarding health information and health information technology (health IT) are essential to individual privacy.  People must have notice of their rights, how they can exercise those rights, and for what purpose their health information will be shared and used.

Patient Access to Records


People should be able to access their health information electronically, where available.  Federal and state law grants people access to their own records, but electronic access is still not built-in to the policies and practices of many health entities.  Access should be convenient and affordable, and people should be able to designate proxies for access to their information.

Confidentiality 


People should be able to limit the disclosure and use of their health information maintained in electronic health information systems, including health information exchange (HIE) networks.  Meaningful consent, along with related protections, must be at the center of health information systems that store, disclose and use identifiable health information electronically.  As electronic health information systems, including health information exchange (HIE) networks, are developed, people must be empowered to make informed choices regarding whether and for what purposes their health care providers and other participants in these systems may have access to, use and disclose  their electronic health information. 

Security and Data Integrity


Health information exchange networks must put in place policies and procedures to safeguard the security and integrity of identifiable health information.

Meaningful Enforcement and Remedies


Consumers must be notified in the event of a breach (unauthorized access, use or disclosure) of their electronically maintained health information. There must be meaningful enforcement of patient access, confidentiality, and security policies, and effective remedies for violations of such privacy and security safeguards, in order for consumers to have trust and confidence in emerging electronic health information systems. 
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